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What makes React so popular? =

1. Component-Based Architecture W 5. Rich Tooling
React’s modularapproach allows developers to create Tools like React Developer Tools and
reusable Ul components, making development faster and powerful state management libraries make
more efficient. Reactagreat choice.

F____________‘

¢ 2. Virtual DOM for High Performance | & 6.Built-inSecurity I
Efficiently updates only the necessary parts of the UL. l React automatically escapes user input to |

| prevent Cross-Site Scripting (XSS) I
X 3. Strong Developer Ecosystem i attacks. |

Avast community, rich documentation, and extensive . 7.Backed by Meta (Facebook)
third-party libraries.
React’s continuous development and

() 4. Cross-Platform Capabilities improvements are ensured by Meta
(formerly Facebook), keepingit up to date
With React Native, developers can build mobile apps with modern web standards.

using the same principles as React web apps, increasing
code reusability.



“React escapes all content inside JSX by
default, preventing malicious script
execution (XSS).”



Lets see thisinaction !

React code

export function Greeting() { Output

const searchParams = new URLSearchParams(window.location.search);
const greeting = searchParams.get('greeting') || 'Hello';

eee - < localhost ¢ h +

return <hl>{greeting}</h1>;

}

Hello! <img src="hello.png" onerror="alert('you are hacked!)">

Malicious code

<URL>?greeting=Hello! <img src="hello.png’ onerror='alert(“you are hacked!”)/>




Problematic Implementations:

React code

export function Greeting() {
const searchParams = new URLSearchParams(window.location.search);
const greeting = searchParams.get('greeting') || '<b>Hello</b>';

return <hl dangerouslySetInnerHTML={{__html: greeting}} />;
}

Malicious code

<URL>?greeting=Hello! <img src="hello.png’ onerror='alert(“you are hacked!”)/>

Output

you are hacked!

localhost

(€3

Close




Who does this? =

Filter by 602k files (o

Code v % midudev/preguntas-entrevista-react - README.md

] Repositories

More than half a million files on

Pull requests
" . . function App() {
GltHUb ||Ve |Ife ) Discussions return <div dangerouslySetInnerHTML={{ __html: html }} />

Ay Users

Para ello, podemos usar la propiedad ‘dangerouslySetInnerHTML' :

More
P theodo/RisXSS - readme.md

b e< a l I S e YO I O gy g )2 1-xss-react] (docs/rules/catch-potential-xss-react.md) - Enforce the use of dompurify when using dangero
EEE N

div dangerouslySetInnerHTML={{ __html: sanitize(post. 139) 135

cldrn/InsecureProgrammingDB - react.md
dangerouslySetInnerHTML

Q cldrn/InsecureProgrammingDB

Q) iweijie/react-web-highlight wizardforcel/web-hacking-101-zh - 5.md

% midudev/preguntas-entrevista-r... 89 ..A9SLHL, MEENE(T Markdown HAK HTML $84, BESERET React A#H dangerouslySetInnerHTML  EiEfE#48 HTML DI

s React £—1 JavaScript ..
@ theodo/RisXSS

@ wizardforcel/web-hacking-

; o iweijie/react-web-highlight - todo.md
+) More repositories...

1. {ERME react # dangerouslySetInnerHTML 0, EATRMNFHE;
~ 2. TEWALRIR, parse(HTMLString) ¥ HTMLString HftRmiT.
[ docs/
docs/web-hacking-101-zh/ 2 dangerouslySetInnerHTML 101, RIIEMAGRSIHR
[ docs/web-hacking-101/

® More directories...

! cjohansen/dumdom - Readme.md



Notjust dangerouslySetinnerHTML

There are other ways to bypass React’s escaping

- Trusting HTML Parsers (ex: html-react-parser)

Is this XSS safe?
No, this library is not XSS (cross-site scripting) safe. See #94.

- Accessingthe DOMdirectly with ‘refs’, findDOMNode",
‘"document.getElementByld and performing ‘innerHTML".

- Directly rendering externally passed URLs.
- javascript:isavalid URI scheme.


https://www.npmjs.com/package/html-react-parser

How to avoid

- Trynottobypass React’s data binding

- Always use dangerouslySetinnerHTML with sanitization (DOMPurify is a really
good library)

- Don’ttrust parsers.
- Don’t manipulate the DOM directly.
- Don’tuseinsecure URLs directly without validations.

- Use content security policies (CSPs)


https://www.npmjs.com/package/dompurify

Scared ?




Adding Loginto aReact App



Whatis Login? i}/

“Loginrefers to the process where a user identifies themselves to an applicationin order to
gain access to personalized features, resources, or data. During login, the system verifies
the user's identity, often using credentials like a username and password.”

Some IAM Jargon & concepts that’llbe used in the upcoming slides

- OAuth2.0/0IDC: Protocols for secure authentication and authorization.

- Scopes: Defines what kind of accessis requested or granted.

- Authorization: Ensures that the useris who they claimto be.

- Authentication: The process of verifying the identity of a user.

- Tokens: Credentials that represent the user's authenticated state (e.g., JWT - JSON Web Tokens).

- Session: Atemporary period when a user caninteract with the app without needing tologinrepeatedly.

- SSO (Single Sign-0On): Allows users to authenticate once and gain access to multiple services or apps.

- ldentity Provider (IdP): A service that manages useridentities and handles authentication (e.g., Asgardeo, AuthO).



Let’s take a sample scenario
New Startup Idea

3
o
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%’ Introducing /\; CodeFit.ai

CodefFit.aiis a fitness tracking web app for developers, helping them stay active with Al-powered

workout recommendations based on their coding habits.

Key Requirements

Al Agent to coach and assist the users.
- Landing pageto register.

- Withoutlogin, they can’t access the Al chat or saved
progress.

- Provides users with coupon codes to purchase
subscriptions.

GOTOPROD 3¢

O1of May 2025




How would you implement the Login?

Use an IdP (Identity Provider) [

Use a Managed Auth Service &

Save usernames & passwords in the
DBandcallitaday

Implement everything from Scratch

(DIY) 3%

9

U|ck




Why use an IdP (Identity Provider)

Userlogin

) ®
(5) (2)



Popular IdPs (Identity Providers)

M Pingldentity. £ okta ASGARDEO"

/Il\\\ W@,

(’I ForgeRock" WS®, Identity Server

CLOAK

rd Amazon Cognito '."' AuthO ORAC I_e
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Why use Asgardeo X

Seamless Authentication & Security
- Supports OIDC, OAuth 2.0, and SAML for secure user authentication.

- Built-in Multi-Factor Authentication (MFA), password policies, and adaptive authentication.

Pretty generous free plan

WS,

Check here ¢~

- Upto$10,000 credits
er Startups - Free $2,100 credits for WSO2 Support

- L1time with atechnical expert

Developer-Friendly open-source SDKs & APIs

Faster Go-To-Market
- LowCode Uls & Al support

Ideal for Enterprises & Startups


https://wso2.com/landing/startups/

Which SDK to use?

Isthere a

Options -

Asgardeo Auth React SDK i)’ (OIDC-based authentication)

Firebase Auth & (Google’sidentity solution)

AuthO React SDK 7 (OAuth & social logins)

20 ==


https://www.npmjs.com/package/@asgardeo/auth-react
https://www.npmjs.com/package/@firebase/auth
https://www.npmjs.com/package/@auth0/auth0-react

Why use Asgardeo React SDK -x

Opensource (http://qithub.com/asgardeo)

Standard SDK

Enhanced token storage mechanisms
Built by React Developers

Good developer community

Internally used by WSO2 products

21


http://github.com/asgardeo

Why use Asgardeo React SDK X~

Vendor Agnostic

Supports OIDC Discovery

import { AuthProvider } from '®asgardeo/auth-react';

function App() {
return (
<AuthProvider

config={{
clientID: '<your-client-id>"',
wellKnownEndpoint:

'https://<your-tenant>.zitadel.cloud/.well-known/openid-configuration',

scope: ['openid', 'profile'l],
signInRedirectURL: 'http://localhost:5173',
signOutRedirectURL: 'http://localhost:5173"',

}

<YourApp />
</AuthProvider>
JE
}

export default App;




Architecture of Asgardeo JavaScript SDKs <%=

It Agrostic Core

{ 77, )
s Qass’aro!eo/au‘th—js ‘
24
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| | }

[ g Qasso.ro(eo/o‘u‘th-o\nﬁulw‘w | Qo\s$ardeo/au‘th—reo\ct) : Y Qasgardeo/auth-vue j o QaSgarJeO/autk-nodeJ
K N e (

“““““““““““ =\ I S Y

23 ==



Sign Up to Asgardeo

DEMO TIME F5

Follow the React Quickstart Guide ¢


https://wso2.com/asgardeo
https://wso2.com/asgardeo/docs/quick-starts/react/

How does a XSS usually happens @



How does a XSS usually happens

_1JReflected XSS (User Clicks on a Malicious Link)
@

(2J)Stored XSS (Malicious Datais Saved) 4

(3IDOM-Based XSS (Manipulating the Frontend)

ame

\

Y

Yeah, this is big brain time.

¥ i ' - o=
- - e s

— ‘
- ; 363 - mad Anp
-
; 2L - s €5 - =
{ e 2
i M -
r > % »
. k2 ve F 3
- o> SRS S . .
> . o
N »
. 3 R
An - -

26 ==



Reflected XSS

The app echoes the input from the URL directly into the HTML response.

Malicious URL

https://vulnerable-site.com/search?q=<script>alert('Hacked!')</script>

Server Response

<p>You searched for: <script> )</script></p>

27 =



Stored XSS

Attacker saves a harmful scriptinacomment, post, etc. It's stored and shown to
future users.

Malicious Entry

Great post! <script> I stole your session!')</script>

Server Response

<div ="comment'>

Great post! <script> 'TI stole your session!')</script>

</div>

28 ==



DOM-Based XSS

Reads data fromlocation.href or document.location, andinjectsitinto the DOM
without sanitization.

Malicious URL

http://localhost:5173/chat?message=<img src="x" onerror="alert('Hacked!"')">

Server Response

L H(
<div>
<h2>User Message:</h2>

{/x B Dangerous: Direct injection into innerHTML x/}
<div ={ />

</div>

);

29 =



DEMOTIME =%



Final Takeaways

- ['4 Always follow React best practices — let React handle the DOM safely.
- «» Sanitize and validate any untrusted input before rendering.

- i Try touse an already established |dP foridentity & access management.
- & Use secure storage for sensitive information (e.g., tokens).

- €, Regularly audit dependencies and update vulnerable packages.

- {J Use a Content Security Policy (CSP) to mitigate XSS risks.

- # Implement security testing (e.g., unit, integration, and penetration tests).

31



Signup to Asgardeo / Grab the Slides / Connect with Me

https://linktr.ee/brionmario
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https://github.com/brionmario/mastering-react-login

Question Time!



References and further reading

Simplify React App Login

A simple breakdown of integrating login in React using Asgardeo.

React Complete Guide by Asgardeo
Official complete guide to secure your React apps.

&= The Foundation of Secure Authentication

Understand the core principles behind secure login systemes.

% Asgardeo React SDK (GitHub)

Explore the open-source SDK powering secure authentication.

J OWASPTop 10

The top ten most critical web application security risks.

Asgardeo Official Docs
Startintegrating Asgardeo into your JavaScript apps with ease.
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https://medium.com/identity-beyond-borders/simplify-react-app-login-3bcaa166ded0
https://wso2.com/asgardeo/docs/complete-guides/react/introduction/
https://medium.com/identity-beyond-borders/the-foundation-of-secure-authentication-1885c4571f72
https://github.com/asgardeo/asgardeo-auth-react-sdk
https://owasp.org/www-project-top-ten
https://wso2.com/asgardeo/docs/get-started/try-your-own-app/javascript/




